TEPPUTOPUA
BE3OIMNACHOCTU

‘BCe pro b 2_025

“HYATT REGENCY
MOSCOW PETROVSKY PARK

r. Mocksa,
JlenuHrpagckui npocn., g. 36, cTp. 33

Il POPYM «TEPPUTOPUA BE3OMNACHOCTU 2025»— exkerogHoe HoBaTopckoe meponpuatue, coctosllee ns YETbIPEX koHdepeHunit n BbICTABKW oTeyecTBeHHbIX
TexHoNormm nHdopmaLmMoHHoM 6e3onacHOCTH

Mporpamma KoHpepeHLUi

PROOBJIAKA PRO BE3OMNACHOCTb NogrPAA4YUNKOB PRO AHANTU3 3ALLMNLLEEHHOCTU PRO BU3HEC
3an1l 3an 2 3an3 3an 4
9.00 - Peaucmpayus yyacmuukos. lpusemcmeeHHbll Koge
10.00
10.00 TopxecmeeHHoe omKpbimue KoHpepeHyuli
10.00 - NNEHAPHOE 3ACEAQAHME. NNEHAPHOE 3ACEQAHME. NNEHAPHOE 3ACEAQAHME. NNEHAPHOE 3ACEQAHME.
11.00 BE3OMNACHOE OB/IAKO?! NOYEMY HAC IOMAIOT YEPE3 3K3AMEH HA KMBEPYCTOMYUBOCTD. MEHEOXMEHT BE3SOMACHOCTMW.
CYPOBbIE UCTUHbI O COCTOAHUU nogrPAa4YnUKOB? KAK MPOBEPUTbD, YTO Tbl 3ALLULLEH? CISO- TMAEP C BUSHEC-MO3IroM Unun

OBJIAYHOM BE3ONMACHOCTH

MOKAPHbIA TEXHUK?

Bonpocbl K 06cykaeHuio:

KaKue onacHOCTM noacTeperatoT B
061a4HbIX cepBUCax?

HacKkonbko 6e3onacHbl o61auHble
TeXHONOornun?

MbpuaHble U MynbTUOBNAYHbIEPELLEHUSA
Y70 Npoe nyb6amMyHoe nan npmeaTHoe
obnako?

BO3MOKHOCTN NCMO/Ib30BaHMA
MCKYCCTBEHHOIO MHTENEKTA U
MaLLMHHOIo 0by4YyeHus

KaK npaBuabHO BbIGpaTh NpoBariaepa

Bonpocbl K 06cyKaeHuto:
Be3sonacHoOCTb LenoyeKk nocTaBok
B3anmopaenctamem ¢ nogpaadmkamu,
BEHAOPaMM, obakamu.

Kak ybeauTbea, 4To noapAaYMKM naTtyat
W CKaHupytoT?

KaK 06a3aTb? M KaK KOHTPOIMPOBATbL?
Mpouecc NpoBepKM NOAPAAYMKOB: KaK
HanaanTb?

MogpepaTtop:
Nes Maneit, anpekTop no

Bonpocbl K 06cykaeHuo:

CKONBbKO CTOUT He 60ATbCA XaKepoB?
KaKkue BUAbl NpaKTUYEeCKOro aHan1sa
3aLMLLEHHOCTM CTb HA PbIHKE?

M3 yero cknagblBaeTcs CTOMMOCTb TaKUX
MHUUMATMB?

3ayeM HaHMMaTb «b6enbix» Xxakepos?
dopmaTbl UCNbITAHWIA: KNACCUKa U
nepeaoBon onbIT

MAocbl U HeAOCTaTKU NeHTecTa, redteam,

bugbounty n
KnbepucnbiTaHuallporpamma

Bonpocbl K 06¢cyKaeHuIo:

MopTpeT coBpemeHHoro CISO: 3akynwmkK
nnv ynpasneHew,? Kakme komneTteHuun
HY>KHbI cerogHa?

MoHMMAIOT K TOMbI, YeM UMEHHO
3aHumaerca CISO?

HouHble KowMmapbl: Yero 6o/blie Bcero
6outca CISO?

KaK nsbexkaTb HENpMATHOM yyacTn?
MpoueccHasa nam cutyatmsHasa Ub: uto
rotosut 2025 roa?

3ayem rosopuTb 06 MHUMAEHTax? Npuaert
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obnauHbIX ycnyr?

YnpaeneHue ya3BumocTaMuM B obnakax
lpaHu Npu pas3geneHun 30H
OTBETCTBEHHOCTM CEPBUC NpoBaizepa u
notpebutens obaauHbIX CEPBUCOB

MogpepaTtop:

PycTtam XaiipetamnHos,

3amecTuTe b reHepabHOro AMpeKTopa,
lpynna komnaHui «Fapaa»

dKcnepTbl:

PycnaH JIOXKUH, AnpeKTOp
AenapTameHTa KubepbesonacHoctu, MAO
AKB «AbcontoT baHk»

Uropb Ky6biwko, pykosoautens Tinkoff
Security Operations Center, AO «TbaHK»
ApTtem KanawHuKOB, ynpasnatowmim
avpekTop LleHTpa MHpopmaumoHHOM
6e30MacHOCTU A0YEPHUX U 3aBUCUMBIX
obuects, AO «lasnpombaHK»

Cepreii l'yk, CISO, 000 «BYLU» (Whoosh)
ApTtem lN'yTHUK, pykosoguTenb
KnbepbesonacHoctn, AO «HaumoHanbHas
cucTemMa nnatexkHbix Kapt» (HCMK)
DeHuc Nonagpes, AMpPeKTOpP Mo
MHpopmaLMoHHOM BesonacHocTu, MK
«PTK-LLOA»

MHpopmaLMoHHoM 6esonacHocT, 000
«BebMOHUTOPIKC»

dKcnepTbl:

AnekKcei NnewkKos, 3amecTnTeNb
Haya/ibHMKa AenapTaMeHTa 3aLLmTbl
nHpopmaumm, AO «lasnpombaHK»
Makcum MenbHUKOB, ANpeKTop No
MHpopmaLMoHHoM 6esonacHocT, 000
«HMNM «UTINTMA»

AHppeit EpuH, ovpekTop AenapTameHTa
MHpopmaLMoHHoM B6esonacHocT, 000
«Kapkage»

Omutpunii TapaHeHKo, AVpeKTop No
KnbepbesonacHoctn, 000
«MHHOBaALMOHHAA MeamUmMHa»
(«Cbep3p0poBbeN)

UBaH [lbA4KOB, pyKOBOAWTE/b LLeHTPa
MOHUTOPWHIa UHGOPMALIMOHHOMN
6e3onacHoctu, Wildberries (oxunaaetcs
NnoATBepKAeHWe)

Nasen Kopocrenes, pykosoauTens
oTAaena npoasuxeHua npoaykros, 000
«Kopg besonacHocTn»

CemeH Poraues, pykoBoauTenb otgena
pearMpoBaHua Ha MHUKMAeHTbl, OO0
«bacTnoH»

BepuMbUKaLUN HEAONYCTUMbIX CODbITUIA:
4TO e BblbpaTb?

3auem Ham b6arbayHTH, ecnm ectb
perynspHble NeHTecTbI?

Kak npoBepwuT, 4TO Bbl FOTOBbI K
6arbayHTn?

Kak 06bACHUTL TOMaM, NOYEMY HYKHO
NAaTUTb 3@ YA3BUMOCTU U YTO BrOAKET Ha
6arbayHT! MOKeT bbITb HenpeacKkasyem?
MOHO M UCNONBb30BATb COLMANBHYIO
WHXeHeputo, GU3NYECKUI NEHTECT U
apyrue cneumdunyHble MeToapl:
HaCKO/1IbKO 3TO LlenecoobpasHo?
CKO/IbKO MNAaTUTb 3TUYHBIM XaKepam?

MogepaTtop:

Anekcei JlyKauKuit, 6GU3HEC-KOHCYbTaHT
no nHdopmaLmoHHoi 6esonacHocTn, AO
«MO3UTUB TEKHO/1I04HKN3»
(PositiveTechnologies)

SKcnepTbl:

AnekcaHap ApAaKoB, pyKoBOAWUTEb MO
HanpaB/EHMIO NPAKTUYECKOM
6e3onacHoctn, NMAO «TMK «Hopunbckui
HUKeNb»

AnekcaHpap BuHorpapoB, HauyanbHUK
ynpasnenua U6, 000 Kb «Makcuma»
PomaH Ko3uH, pykoBogutenb LeHTpa
06HapyXeHUsA 1 NpoTUBOAEeNCTBUA
Knbepyrposam, AO «HaumoHanbHan
cucTeMa nnatexkHbix Kapt» (HCMK)
AHapei HyWKMH, HayanbHUK oTAena
obecneyeHna besonacHocTH
NHOPMALMOHHBIX cUCTeM, 610K BULLE-
npesnaeHTta no UT, OO0 «I'K EBPA3»

/X PbIHOK K OTKPbITOCTU?

Ecnm cnyunTca MHUMAEHT, KTO BO3bMeET
Ha cebs OTBETCTBEHHOCTL?

Mmeem i1 Mbl NNaH pearnpoBaHns Ha
WMHLMAEHTLI? YTO TaKoe Ha camom aene
CUCTEMHbIA NOAXOA K 3almMTe akKTUBOB?
MHuBectnumn B Ub: BoBneyeHune Tton-
MeHe KMEeHTa B NOBECTKY 6€30NacHOCTM.
MOXHO N € OrpaHMYEeHHbIM BroaXKeToM
TBOpPUTb Yyaeca?

YnpaBneH4yecKkas HEKOMNETEHTHOCTb: KaK
He Ha/JIoMaTb APOB B SKOHOMMUKE,
NAAHUPOBAHUN U BIOLKETUPOBAHUN?
AyTcopcuHr unu ceost Mb-cny»6a?

MogepaTtop:

Anekceit BosKoB, B1LEe-Npe3naeHT no
NMHPOpPMaLMOHHOM B6e3onacHoCTH,
MAO BbimnenKom (6unaiiH)

SKcnepTbl:

Omutpuii Tapgapb, BULE-NPE3UAEHT U
OVpEeKTop AenapTameHTa
HpopmaLMoHHoM 6esonacHocTn, AO
«TBaHK»

AHacTacusa MaiiHeTgMHOBA,
SecurityLeader, 000 «BYLLU» (Whoosh)
[eHunc Nopyakos, anpeKkTop
penaptameHta Ub, 000 «JTAMOJA»
Unba 3yes, BuLe-npe3naeHT no
MHpopmaLMoHHoM B6esonacHocTu, MAO
«MTC-BaHk» (« MTC duHTEX»)
AnekcaHap KoBaneBcKuUit, reHepasibHbIN
avpekTop, Mpynna komnanui «Fapga»
Anekceit MapTbiHLEB, AMPEKTOP
AenapTtameHTa 3awmTbl u IT -
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Nyka CaoHOB, reHepanbHbI AUPEKTOP,
000 «Kubepnonmrox»

nHopacTpykTypsbl, MAO «TMK
«HopuUAbCKMIA HNKENbY

Bagum CmupHos, CISO, skcnept, AO
«dabepank»

Anekceii flHOB, anpekTop no b, AO
«HaumoHanbHana cTpaxoBasn
MHPOPMaLIMOHHAA CUCTEMA»

11.00 -
12.00

MPAKTUYECKAS NAHE/Ib. KYBEPHETUCI
M OBJIAKA: TEXHONOMMU, YCTAHOBKA
M HACTPOMKA

NMPAKTUYECKASA MAHE/b.

TOM-5 NYYLLIUX NPAKTUK

OBECMNEYEHWUA CETEBOM

BE3OMACHOCTU NMPU KOMMYHUKALIUU

C NOAPAAYMKAMM: OT NPOBNEM K
PELLUEHUAM

XAPOKOP BE3 PEK/IAMbI.
TEXHUYECKUE AOK/NAAbI OT
BEHAOPOB, K/INEHTOB, UT-BEHOOPOB

KPYT/IbIA CTON.
KUBEPYCTOWYUBOCTD,
HEMPEPbIBHOCTb, ONEPALIMOHHASA
HAZEXHOCTb WU PE3Y/IbTATUBHAA
KUBEPBE3OMACHOCTb: YTO BCE-TAKU
HY}XHO B BU3HECE?

Bonpocbl K 06cyKaeHuto:

MbpnaHoe obnako Ha KybepHeTUC: 3a m
npoTus

KybepHeTuc unm Het?

Be3sonacHoOCTb BUPTYanM3aLmm 1
KOHTeMHepusauum

TexHWYecKue fOKNaAbl OT BEHAOPOB,
KnneHToB, UT-BeHOoOpOB

11.00- 11.15 KaK rpamoTHO 3alUMTUTb
KOMMNAaHMIO OT XaslaTHOCTU NOAPAAYNKA,
B YC/IOBUAX KECTKUX TpeboBaHMAX
BbIPYYKM OT busHeca?

Omutpunii Benses, aMpeKkTop
YnpasneHua besonacHoctn, OO0 «ABT»

11.15-11.30 Ataka yepes
noApALAYMKOB: HEBUAMMAA Yrpo3a ana
6usHeca

- PeanbHble nprmepsbl aTak yepes
noApALYMKOB

- MpUYMHBI U BO3MOKHbIE NOCNEACTBUA:
OT yTeuyeK AaHHbIX A0 NOJIHOM OCTaHOBKM
6usHec-npoueccos

- KaKk 310yMbILWNEHHWKN UCNOb3YIOT
YA3BMMOCTM B CMCTEMAX NOAPAAYNKOB
ANA NOoNyYeHUA A0CTYNa KPUTUYECKN
Ba*KHbIM AaHHbIM, MCXO4HOMY KOAY U
MHPPACTPYKTYpe KOMMNaHUM

- MpakTnyeckme pelueHUs No 3aWwmTe 1
npeAoTBPaALLEHMIO Yrpo3

TexHWYecKue fOKNaAbl U AeMO-BepCum
peleHui

11.00- 11.15 Tema yTouHAeTcA
Makcum CtenyeHKOB, coBagenel,
komnaHum, 000 «PyCUMEM»

11.15 - 11.30 Tema yTouHAaeTcA
RED Security

11.30 — 11.45 tema yTouHaeTcA
OHnaHTa

11.45 - 12.00 HecurHaTypHble metoapl
OEeTeKTPOBaHUA NPOABUHYTbIX CETEBbIX
yrpos

CraHucnas MpnbaHoB, pyKoBoAUTENb
npoaykta, Mpynna komnanui «Fapga»

Bonpocbl K 06cykaeHuo:

HacKko/bKO cepbe3Ho opraHusauum
3a60T1ATCA 06 YCTONUMBOCTU LIUPPOBBIX
cucrem?

KaK KOMNaHWW UCNONb3YHOT MeXaHU3Mbl
obecneyeHnn HenpepbIBHOCTH, paboTatoT
C KMBEPUHLMAEHTAMMN U YyNPaBAAIOT
cobbiTuaMmm 6esonacHoOCTH?

OueHKa ypOoBHA No OTpacAsMm: rae camas
BbICOKan 3peniocTb KMbepbesonacHocTU?
MexaHW3Mbl ynpasneHusa
HenpepbIBHOCTbIO BU3Heca

MogepaTop: Neopruii PyaeHko,
OVPEKTop NoO MHPOPMALMOHHOM
6e3onacHoctu, AO «PaliddarizeH baHK»

dKcnepTbl:

Cepreii l'yk, CISO, OO0 «BYLU»
(Whoosh), akc-gupektop no UB S7
PomaH Ko3uH, pykoBoauTenb LeHTpa
0b6HapyXeHMA U NPOTUBOAENCTBUSA
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AneKkceit TOMUNOB, TEXHNYECKUIA
aupekrtop, OO0 «PEBPEHAN
KOHCA/TTUHI» (RebrandyCo),
neHTecTep u barxaHtep

Knbepyrposam, AO «HaumoHanbHan
cMcTemMa nnatexkHbIx KapT» (HCMK)
Omutpunii Koctpos, 3amectutens
reHepasbHOro ANpeKTopa no
MHpopmaLMoHHoM 6esonacHocTy, 000
«U3K XONOUHT»

Bagum CmupHos, CISO, skcnept, AO
«dabepank»

Makcum CtenyeHKOB, coBagenel,
komnaHum OO0 «PyCUMEM»

UsaH WLlenenes, pykosoguTenb
HanpasneHuns « MHbopmaLMOHHaA
6e3onacHocTb, BE «X5 KnneHTckuit
onbiT», 000 «X5 — PUTENN TPYMM»
EBreHwmii LlapeB, coocHoBaTenb, 000
«Mepoepn» (MEDOED)

12.00 - MepepbliB Ha Kode, pyKOMoXKaTus, NocelLeHne 30Hbl BbICTaBKM

12.30

12.30- MNPAKTUYECKASA NAHE/b. XAPOKOP BE3 PEK/IAMbI. BATN: NEHTECTbI MPOTUB BATBAYHTU U TEXHONOMMYECKAA NAHE/b.
13.30 BCE M HALEXXHO: KAK MOHUTOPUTDb OAHHbDIE VS NO/Ib3OBATE/IN: KAK NMPOTUB KUBEPUCTILITAHUMN MPOPbIBHbIE TEXHO/1OTMA

BE3OMNACHOCTb OB/IAKOB?

NOCTPOUTb HALAEXHYIO KPENOCTb

TexHnyecKkne goKnagbl OT BEHO0POB,
KnneHTos, UT-BeHO0OpOB

12.30 — 12.45 Y70 mbl 3Haem npo
MOHUTOPUHF 0bnakos?

AHacracua laiiHeTaMHOBA, Security
Leader, 000 «BYLL» (Whoosh)

12.45 — 13.00 O6naKo nog, 3alumToi:
COBMECTHble ycuama busHeca,
NnpoBanaepoB U pPerynaTopos

- besonacHocTb o61aKkoB

TexHnyecKkne goKnaabl OT BEHO0POB,
KnneHToB, UT-BeHOOpOB

12.30 — 12.45 tema yTouHsaeTcA
Swordfish Security

12.45 - 13.00 JaHHble vs N0ONb30BaTENN:

OTAATb HENb3A 3aKPbITb

Fne6 MapueHKo, pyKoBoauTenb
HanpasaeHUA 6e3onacHoCcTH AaHHbIX,
AO «TbaHK»

B3rnsag CISO «3a» 1 «NpoTUB» NEHTECTOB,
bugbounty 1 KnbepucnbiTaH

MogepaTop:
JNlyka CapoHOB, reHepanbHbIN AUpeKTop,
000 «Kubepnonmrox»

dKcnepTbl:
Mpeactasutens komnaHuu BI.ZONE

TexHnyecKkne goKnaabl OT BEHO40POB,
KnneHToB, UT-BeHOOpOB

12.30 — 12.45 Haw oTseT Microsoft - Kak
3aMeHUTb 3apyOeXHbIN LEHTP
cepTMdMKaLLMM Ha POCCUIACKNIA U COPBATb
[XKeK-noT*:

dyHKLMOHaN, KoTopblt Microsoft CA
[aXKe U He cHuncA

Mwurpauma 6e3 ocTaHOBKM BUsHec-
npoueccos
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- KapTa puckoB obnayHbIx cepBMCOB Ana
dMHOpraHm3sauni

- PaspeneHune oTBETCTBEHHOCTU U
perynupoBaHue

AnekcaHpp ToscTonun, pykosoguTesb
YnpaBneHna MHGOPMALMOHHOMN
6e3onacHoctu, Accoumaums PunTex

13.00 — 13.15 tema yTouHsaeTcA
RED Security

MACTEP-KNIACC. HABOP
HEOBXOAUMDIX LLATOB: KAK
U3BEXATb ATAK HA LIEMOYKY

NOCTABOK

Cnukep: Anekceii Mnewwkos,
3aMecTuTe/lb HaYaNbHUKa
JenapTaMeHTa 3aWnTbl MHGopMaLuu,
AO «la3npombaHK»

BbinonHeHue Bcex TpeboBaHuUi
3aKoHoZaTeNnbCcTBa

M HakoHel, Tenepb CA —3TO He TONbKO
no-HacTosLemMy yao6Ho, Ho eLle U1
Kpacuso!

*PeanbHbIl Kec UMNOpTO3aMelLeHUA
Microsoft CA B KOMMNaHWK, KOTOPYHO Bbl
BCe 3HaeTe

AnekcaHap CaHUH, reHepanbHbIN
anpekTop Safe Tech Lab

12.45 - 13.00 Tema yTouHaeTcA
Kupunn EBTylIEHKO, reHepasibHbIN
anpekTtop, 000 «Kayu» (Incsecurity)

13.00 — 13.15 tema yTouHsaeTcA
Mpeactasutens AnnaguH

13.30 -
14.10

BAT/1 C POCCUACKUMMU OB/IAKAMM:
BCTPOEHHAA UM HANOXEHHAA
BE3OMNACHOCTb?

MACTEP-KNACC. ®°OPMUPOBAHUE
YEK-IUCTA C
TPEBOBAHUAMM MO UB K
NoAPAAYMKAM

MACTEP-K/IACC. OSINT 3A IEHTOYKOM

MACTEP-KNIACC. BUSHECOBbBIE
OLEHKWU. CJM, eNPS: 3AYEM 3THU
ABBPEBUATYPbI 3HATb BE3OMNACHUKY?
KAK HA HUX BIMAET KUBEPBE3?

Bonpocbl K 06cyKaeHuto:

Oco6EHHOCTM POCCUMIMCKOrO pbiHKa
3alLMTbl 06/1a4HbIX CEPBUCOB

3aueMm HyXHbl HanoXeHHble cpeacTea b
B 06/1aKe U YTO OHU YMeloT?

C Kaknmu obnakamu BeHA0pam nerye
paboTtaTb?

Kakue mexaHM3Mbl 3awuTbl 061aKoB
Hanbonee BoCTpebOBaHbI Y 3aKa34MKOB?
KaKk genntb 0TBETCTBEHHOCTb MeXay
06/1a4HbIM NPOBANAEPOM, 3aKa34HUKOM U

Cnukep: Anekceit JlyKauKuii, busHec-
KOHCYNbTaHT N0 MHPOPMALMOHHOMN
6e3onacHoctn, AO «MO3NTUB
TEKHONOKWU3» (PositiveTechnologies)

Cnukep: AHgpeit MacanoBuu, napTHep-
ocHoBaTenb, K «Macanosuy un
napTHepbI»

Cnukep: Anekceit Bonkos, BuLe-
npe3snaeHT No MHGOPMaLIMOHHOMN
6e3onacHocTy,

MAO BbimnenKom (6unaiin)
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BeHAOopOM?

MogepaTop: MoHa ApxunoBsa, sKcnepT B
obnactn kmbesbesonacHoOCTH

Cnukepbl:

KOHCcTaHTUH AHOXMH, KOMMEpPYECKNIA
OVpeKTop/ ANPEKTOp pa3BUTULO
npoayktos, 000 «CCT»(NGENIX)
AHacracua laiiHeTaMHOBA, Security
Leader, 000 «BYLL» (Whoosh)

Nasen Kopoctenes, pykosoauTtenb
oTAaena npoasuxeHua npoaykros, OO0
«Kopg besonacHocTn»

ApTtem U36aeHKOB, AMPEKTOP NPOAYKTa
Solar Space, K «Conap»

Pamu Myneiic, pykoBoanTelb KOMaHAb!
Cloud Trust, Yandex Cloud

14.10 - Ob6en, nocelleHne 30Hbl BbICTaBKM

15.00

15.00 - TEXHONNOMMYECKAA NAHE/b. OT TEXHONOMMYECKAA NAHE/b. KPYT/bIA CTON: KOTAA CEOUT NPAKTUYECKASA NAHE/b.
16.00 BE3OMNACHOCTU B OB/IAKE K OB30P NPOAYKTOB HA BA3E PA3BEAKA: 3ALLLUTA UHOPACTPYKTYPbI OOCTUXKEHUA B OBJIACTU

BE3OMACHOCTU U3 OBJIAKA

OTKPbITOrO KOAA

C OBEMX CTOPOH

KUBEPBE3OMACHOCTU.
BOPAbI N METPUKH

0630pbl M TEXHUYECKNE A0KNaAb! CepBUC-
npoBaniaepos 1 UX ycayr ansa
6e3onacHocT 13 obnaka

15.00 — 15.15 MpumeHeHne 061a4HbIX
TexHonormn B chepe MHGOPMALLMOHHOMN
6e3onacHocTv B pUHAHCOBON OTpacau:
aKTya/bHble Npobaembl 1 3abayRaeHUA
lOpuii TopaveB, NPoAyKTOBbLIN aHANUTUK,
NGENIX

TexHnyecKkne goKnaabl OT BEHO0POB,
KnneHToB, UT-BeHOOpOB

Bonpocbl K 0bcyKaeHuto:

- MeHTecT: ans yero genaerca?

- dopeHsmnKa: YTO HaxoAnT No
pesynbTaTtam paboTbl?

- Bo3moXHO 6b1/10 6bl 3TOr0 U3beXKaTb
€C/M NPOBECTUN NPEBEHTUBHbIW NEHTECT U
3aKpbITb YA3BMMOCTU?

- KaK 4acto nocie npoBepKM KomnaHum
3aKa3uYMKM UCNPaBAAIOT BbiAB/EHHbIE
OLUMBKN M YyAZBUMOCTM?

15.00 — 15.15 MNpuwen, ysuaen, 3anucan.
NHBeHTapu3auma u metpukn Kb, Kak
33101 NOCTPOEHMA HAAEKHOro
dyHoameHTa KnbepbesonacHoctu.
Omutpunii Benses, aMpeKkTop
YnpasneHua besonacHoctn, OO0 «ABT»

15.15 - 15.30 tema yTouHaeTcA
«Kopg besonacHocTn»
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15.15 — 15.45 Tema yTouHsaeTcA

dparap MukaensaH, pykosoguTenb otaena
TexHu4yeckoro npecenna, 000 «3Ny-Inb-
9nb» (Curator)

15.45 — 16.00 3awuTa B/l B 0bnakax
(3akpbiBaem yrposbl 6esonacHocTu, oT
KOTOPbIX He 3aWMLLAIOT AaxKe
cepTudnUMpoBaHHble obnaKa)

OmuTpunii NlapuH, pykosoautens
NPOAYKTOBOrO Hamnpas/ieHWA 3aWwnTbl 6a3
AaHHbIX, [pynna KomnaHui «Fapga»

- EcTb 21 cTaTUCTMKa NO cepTUdMKauum
6€e30MacHOCTM N KUbepUHUMAEeHTaM?

MogepaTop: Cepreit PbicuH,
reHepanbHbii anpektop 000 «Acue-
Mpynn»

15.30 — 15.45 KnbeprpamMoTHOCTb
COTPYAHMKOB U GopMUpPOBaHME
KMBEepPKyNbTYpbI

PomaH MaBneHKo, pykoBoauTeb oTaena
npogax, Phishman

15.45 - 16.00 Kak He noTepATb
cTpaTernyeckuii pokyc npu pabote ¢
Knbeppuckamm? YTo MOXKHO caenatb
NpAMO ceilvac gna nepexona K
KO/IMYECTBEHHOM OLLleHKe KUbeppucKoB?
IBS

16.00 -
16.40

TEXHOJIOTMYECKAA NMAHE/b.
OT BE3OMNMACHOCTU B OBJIAKE K
BE3OMNMACHOCTU U3 OBJIAKA.
MpoponxkeHune

NPAKTUYECKAA NMAHE/Ib.
ATAKW HA BEHOOPOB NO:
KAK KOHTPOJIMPOBATb LLENO4YKY
NOCTABOK

MACTEP-K/IACC. HA KAKUE OLLUBKU
CETEBOW BE3OMACHOCTU B
KOMMAHMUAX HYKHO OBPATUTb
BHUMAHME U KAK X MOXHO
UCMNPABUTb

AHAJIUTUYECKAA NAHE/b.
KUBEPBE3 B LIU®PAX: MPOBEPKA HA
NPOYHOCTb

16.00 — 16.15 OTeuecTBeHHbIN
DevSecOps: PBEINO c nomoubto
POCCUNCKUX peLLeHni

Bauyecnas beccoHOB, reHepasibHbIN
anpektop 000 «Mmnbept Tum» (Hilbert
Team)

16.15 — 16.30 bpay3ep nonb3osatensa -
naeanbHoe MeCTo ANA KPaXKu AaHHbIX U
aTak. Kak 06HapyKWTb yTeUKku Tam, rae
WAF He BnanT?

- 0630p MHUMAaeHTOB B frontend-
NPUNOXKEHUAX 3a nocneaxue 5 net

- ATaKu Ha LLenoYKn NOCTaBoK B js-
6ubanoTeKax v 3noynotpebneHme
[OCTYNOM CKpUNTamMu NapTHEPOB

- Moaxoabl Frontend Application
Security Testing (FAST) u Frontend

Cnukep: [leHnc batpaHKOB, ANMPEKTOP MO
npoayKTam MHPOpPMaLMOHHOM
6e3onacHocTy, pynna KomnaHui
«lappa»

16.00 — 16.20 UHPopmaumoHHanA
6e3onacHocTb Npu BHeapeHun NN Ha
POCCMINCKUX NPON3BOACTBAX:

- BHeapeHne NN Ha nponssoacTBax,
[OCTUTHYTbIV 3 deKT oT ero
ncnonbsosaHua (Ton-5 oTpacneit)

- fona oprannsauni, yTeepamBLInX
NOANTUKY obecneyeHus
MHdOpPMaLMOHHON Be3onacHOCTU Npu
ncnonb3oBaHuM MU (B NnpoLeHTax B
paspese oTpacneit). Kakosbl
npuvopuTeTHble cdhepbl AeATENBHOCTH,
npumeHsaoLme NoamTmuky U6?

- cnonb3oBaHue cneunannsnpoBaHHbIX
WHCTPYMEHTOB obecneyeHuns AoBepua 1
6e30MacHOCTU NpUY Pa3BUTUM U
ncnonb3oBaHuM MU (B NnpoLeHTax B
paspese oTpacnei ¢ yieTom MacluTaba
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Observability

- Kak HauaTb BMAeTb B "cnenoii 3oHe" n
3aWMTUTb NONb30OBaTENEN?

Muxaun NapdeHos, BeayLmin
APXUTEKTOP MO MHPOPMALMOHHOMN
6e3onacHocTH

npeanpuaTUii)

AHapei flayapux, anpeKktop
JenapTameHTa coumanbHbIx
nccnegosaHuii BLMOM

16.20 -16.40 CocToAHME POCCUIACKOTO
pbiHKa NGFW

EkatepuHa KBawa, 3amectutens
reHepasibHOro AMpeKTopa

doHp «LleHTp cTpaTernyeckux

pa3paboTok»
16.40 - MepepblB Ha Kode
17.00
17.00 - MACTEP-KNACC. NONE3HbIE PULLKM U | MHTEPBbIO HA CLLEHE. }XU3Hb BE3 TEXHONOMMYECKAA NMAHE/b. MHTEPBbIO HA CLLEHE: HY}XEH /I CISO
17.40 HIOAHCbI PEATU3ALUU CPEACTB B3/IOMA. KAK JOBEPUTbCA A Tbl TOYHO YMEELLb 3TO MBA?

3ALLUTDI 419 OBNAYHBIX CPEL,

noAPAAYMKY -NAPTHEPY?

JETEKTUPOBATb? NPABWU/A AETEKTA
YA3BUMOCTEM

KntoueBas yrposa ans 6usHeca — aTaka
Ha LLenoYKy NoCTaBOK.
3/10YMbILINEHHWKMN HE aTaKytoT
HaNpPAMY0 KOMMaHWIO, @ ULLYT
YA3BMMOCTM Y €€ NoapaaYUKOB U
MOCTaBLUMKOB, YTOBbI NONYYUTH JOCTYN K
JaHHBIM UK CUCTEMAM.

- Kak npoBepaTb KOHTpareTos?

- Kakne Kputepum HageKHoCcTm
NCNoNb30BaTbL?

- KTO KaKne npakTuKm ncnonbayer,
YTObbI CHU3UTL PUCKU?

- Kak npoBepaTb HaZeXXHOCTb
nocTasLLMKa ¢ T.3. Ub nepes Hayanom
COTpyAHMYecTBa?

- Kakne npumepbl yxe n3BecTtHbl? Kakue
OLWMBKM BbINN AONYLLEHbI?

- Kakne TexHu4yeckme n

17.00 — 17.20 Pa3pe3aem CNoeHbI NNPOTr:
Haxoaum yassumoctu APl B cBomx
NPUIOXKEHMAX

Baaum Wenenes, seaywmii Tl-aKkcnepr,
000 «BebmoHUTOPIKC»

17.20 — 17.40 YpOBHU cpaBHeHMUA
KayecTBa AETEKTMPOBAHWNA YA3BUMOCTEN
AnekcaHpp JleoHOB, BeayLLMIA SKCMEPT,
AO «NO3UTUB TEKHONOKN3»
(PositiveTechnologies)

MogepaTop: Aptem Bopobbes, CISM
Information Security & License
compliance Officer CIS, GISC Manager
Russia, Bayer

dKcnepTbl:

Feopruit PyaeHKo, AMpeKTop no
MHpopmaLMoHHoM 6esonacHocTn, AO
«ParnddaiizeH baHk»

AHapei HyWKKH, HayanbHUK oTAeNna
obecneyeHna besonacHocTm
MHPOPMALMOHHbIX cUCTEM, BIOK BULe-
npesnaeHTa no UT, OO0 «IK EBPA3»
ApT1ém KynunukuH, n.o. gupekrtop no b
[30, anpeKkumnsa HGOpPMaLLMOHHOMN
6e3onacHocTH
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OpraHn3aLnoOHHbIE Mmepbl NOMOryT
MWUHUMU3NPOBATb PUCKK
KOMNpoMeHTauunmn 4yepes KOHTpaFeHTa?

Mogepatop: Makcum Xapack,
OVpeKTop AenapTameHTa TEXHUYECKOro
pa3BnTuA npogax, 000 «MHHOCTEN K
(Innostage)

dKcnepTbl:
AnekcaHap KonecHuKos, pykosoguTesnb
ueHTpa uHterpauum, «MTC PEO»

17.40 -
18.20

MACTEP-KNIACC. AHANU3
SAWMNLEHHOCTU OBJIAKOB

MACTEP-KNACC. BbICTPAUBAHUE
MPOLECCA YNPABJIEHUA OOCTYNAMMU
(idm)

KPYrNbliA CTON. YNPAB/IEHUE
YA3BUMOCTAMM USHYTPU

MACTEP-K/IACC. YNPAB/IEHUE
CTPATEIMEN UB

MHdbopmaLms roToBuTCa K NybanKaumm

Cnukep: Unba Bopucos, anpeKkTop
AenapTameHTa 3alnTbl gaHHbIX, MAO
BbimnenKom (6unaiiH)

Bonpocbl K 06cyKaeHuIo:

Hackonbko addeKTMBHbI yBeAOMIEHNA
OCTIKA n HKLLKM u Kak ¢ nx nomoubto
ybeanTb pykosoauteneit Hanaaute VM?
MUWHMManbHbIE N MAaKCUMAIbHO
3¢ddeKTMBHbIN Habop Kputepues ans
npuopuTU3aLUM 1 onpegeneHns
KPUTUYHOCTM YA3BMMOCTEN HA CTOPOHE
KAnMeHTa

Kak Bo Bpems 3cKanaumm obbACHUTb
6U3Hecy KPUTUYHOCTb YA3BUMOCTU Ha
NOHATHOM A3blKe 6e3 cnosa
«BEPOATHOCTb» ?

Kak 3actasutb UT ycTpaHATb yA3BUMOCTH
M OCTaTbCA APY3bAMU?

Mbl BpoAe natiymMm, a Hac BCe paBHO
JIOMQIOT: MOIHOTa CKaHMPOBAHMA
MeHTeCcTbl U PeATUMMHT: KaKnX
pe3ynbTaToB yAaeTcA AOCTUYb,
NHTEPECHbIe KeNCbl, X BAUAHME Ha
noctpoeHue VM B opraHusaumm

Bonpocbl K 06cyKaeHuIo:
Kak ctponTtb UB, ecan Tbl npuwen Ha
PYyWHbI?

Cyero HauaTb?
3HaummocTb BHA//THA;
Tunbl nonb3oBaTtenew;
OCHOBHblE MOMEHTbI;
NHBeHTapu3aums;
KapTnHa mupa;
KOHTpoObHbBIN BbICTpEN;
CTpovMm nnaHbl;

BpeaHble coBeTbl

Cnukep: Neopruii PyaeHKo, aAnpekTop no
NHpopmaLMoHHoM 6esonacHocTn, AO
«ParnddaiizeH baHk»
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3auem AlBVMe?

Mpobaembl UHBEHTApU3aALMK NEPUMETPA,
onybAnKOBaHHbIX NPWUIOKEHUIN U KaK BCe
3T0 Aenatb? Kakune 3HaHUA U1
WHCTPYMEHTAPUIN HYXKHbI?

MoHO N1 NnepeaaTtb npolecc
ynpaBAeHUA yA3BUMOCTAMM Ha
QyTCOPCUHI?

MogepaTop: AnekcaHap J/leoHoB,
BegyLwmii akcnept, AO «NO3NTUB
TEKHONO4XW3» (PositiveTechnologies)

SKcnepTbl:

Omutpunii YepHAKoOB, AnpeKTop no
pa3suTtuio npoaykros, AO «AJITIKC-
CO®T» (RedCheck)

MpepactasuTtens KomnaHum KpainoH

18.20 3aBeplueHne aenoBoi nporpammeol. Pypuwet
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